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About the Final Examination

After you have successfully completed all of the unit examinations
and writing assignments, it will be time for you to take the final
examination.

California Coast University requires that all students complete all
final examinations—with the exception of general elective courses—
under the supervision of a proctor.

Proctors will have the following responsibilities:

e Ensure that all final examination materials are kept secure and
confidential.

e Ensure that the student completes the examination without any
outside assistance of any kind other than the course textbook,
notes and other study materials.

e Verify the student’s identification based on a government-issued
photo ID. Proctors will need to verify the student’s name and date
of birth.

e Sign the final examination answer sheet (unsigned answer sheets
will not be graded).

e Return the signed and completed answer sheet to California
Coast University for grading and evaluation via the student portal,
mail, or fax.

General Elective Courses:

If this is a general elective course, you will not need to complete the
final examination under the supervision of a proctor.

Submitting Your Final Examination

Final Examinations can be submitted online through the Coast
Connection student portal, by mail, or by fax.

Submitting Your Examination Through the Student Portal

For online submissions, once you have logged into the student portal,
click on My Academic Plan and select the course you are working on
to complete the final examination. You must input the unique
password that was sent to your proctor in order to unlock your final
examination questions. Remember to keep a copy of your answers for
your own personal records.

Final Examination
Instructions
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Final Examination
Instructions

Submitting Your Examination by Mail

You may send your completed and signed final examination answer
sheet to the following mailing address:

California Coast University
Testing Department

925 N. Spurgeon Street
Santa Ana, California 92701

Submitting Your Examination by Fax

You can also fax your completed and signed final examinations to the
Grading Department at (714) 547-1451. When faxing exams, please
do not resize your fax.

Challenging a Test Item

We make every effort to ensure that all examination items are fair and
free of errors. However, problems sometimes arise in the selection

or interpretation of test items. For example, you might argue that

two alternatives could be correct, based on the materials you read,

or that the correct answer is not among the choices. Occasionally, a
typographical error might make a question difficult to answer.

If you encounter a problem with a test item while taking your exam,
you may “challenge” it by providing a brief explanation along with the
page number(s) from the textbook in which the correct answer can be
found. Likewise, you may also submit a test item challenge after your
exam has been graded if you feel a test item was scored incorrectly.
Students may submit up to four test item challenges.

Submitting Your Test Item Challenges Through the Student Portal

Please log into the Coast Connection student portal for specific
instructions. You will submit your test item challenges directly
through the student portal.

Submitting Your Test Item Challenges by Mail

e For each test question you wish to challenge, fill in option “F” on
the answer sheet for that question.

e On a separate sheet of paper, indicate your name and student ID
number, identify the examination you are working on (i.e., Unit
Exam 1, 2, 3, etc.), and the specific question number you are
challenging.

e Write out the question and its given choices and explain why you
are “challenging” the test item.
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Final Examination
Instructions

e Provide a page reference from the textbook to support your
answer. If you do not provide a page reference, we may not be
able to give you credit.

e Mail your multiple choice answer sheet and test item challenge
documents to the Testing Department.

The information you provide is important to us. It will help us further
validate and correct any possible errors in the testing materials.

If you follow the Test Item Challenge procedure, your challenges will
be reviewed and if correct, you will be given credit. You should allow
an additional week for the review and scoring of your examination.

Examination Grading

Your grade on the final examination will be determined by the
percentage of correct answers.

A = 90% - 100% correct
B = 80% — 89% correct
C = 70% — 79% correct
D = 60% — 69% correct

F = 59% and below correct

Be sure to keep a copy of all work you submit to the university.
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Final Examination

Multiple Choice Questions (Enter your answers on the enclosed answer sheet)

1. What unforeseen problem arose out of the civil defense and emergency planning efforts made
during the Nixon administration?

lack of overall funding

too many agencies with duplicated tasks, leading to wasteful spending
widespread corruption

none of the above

2. Which President created the Federal Emergency Management Agency (FEMA)?

Ronald Reagan
George H.W. Bush
Bill Clinton
Jimmy Carter

3. The Federal Response Plan (FRP) did what for FEMA?

defined federal agencies’ response to state/local governments during disasters
lead to poor FEMA response to Hurricane Hugo, and Loma Prieta earthquake
freed the agency from its local responsibilities

all of the above

4. James Lee Witt became the director of FEMA during which President’s administration?

Ronald Reagan
George H.W. Bush
Bill Clinton
George W. Bush

5. The Gilmore Commission recommended which of the following?

the creation of a fusion center to collect and analyze intelligence on terrorism
the creation of the Department of Homeland Security

the creation of the Transportation Security Administration

the decentralization of federal emergency response

6. Which Commission recommended the creation of a Homeland Security Agency?

a. Gilmore Commission

b. Sarbanes—Oxley Commission
c. Hart-Rudman Commission

d. Clinton-Bush Commission
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Final Examination

7. In which country was Aimal Kasi captured?

a. lraq

b. Afghanistan
c. Pakistan

d. France

8. Which incident can be described as an act of domestic terrorism?

a. the 1993 attack on World Trade Center
b. the events of September 11, 2001

c. Aimal Kasi's attack

d. the Oklahoma City bombing

9. The Hart-Rudman Task Force on Homeland Security took place during which President’s
administration?

Barack Obama
Bill Clinton
George W. Bush
Ronald Reagan

00 oTow

10. Richard Reid became known by what moniker?

a. mad bomber

b. shoe bomber

c. package bomber
d. car bomber

11. Which document describes homeland security as defensive efforts to counter terrorist

threats?

a. 2010 Bottom-Up Review

b. 2007 National Strategy for Homeland Security
c. 2011 National Strategy for Counterterrorism
d. 2010 National Security Strategy

12. A commission formed in 1999 was the U.S. Commission on National Security/21st Century
also known as the :

RAND Corporation’s National Defense Research Institute.
Hart-Rudman Task Force on Homeland Security.

U.S. congressional Advisory Panel to Destruction.

none of the above

00 oTow
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Final Examination

13. In regards to why individuals engage in terrorism, which person studied the idea of relative
deprivation?

Bueno de Mesquita
Ted Robert Gurr
Enders and Sandler
Drake

14. Which terrorist attack on the U.S., or U.S. interests introduced Osama bin Laden and Ayman
al-Zawabhiri to the American people?

the attacks in Kenya and Tanzania
9/11

the 1993 World Trade Center bombing
the attack on the USS Cole

15. Which researcher argued that, because many terrorists have no earthly constituency, and view
their enemies as enemies of God, there is little to stop them from using virtually any weapon
against their enemies?

Bueno de Mesquita
Ted Robert Gurr
Bruce Hoffman
Enders and Sandler

16. Which of the following is not typically considered to be a type of terrorism?

a. group
b. religious

c. single-issue

d. left-wing/right-wing

17. Which type of natural disaster typically can affect nearly every area of the United States?

a. tornadoes
b. floods

c. hurricanes
d. wildfires
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18.

19.

20.

21.

22.

23.

Final Examination

The USA PATRIOT Act was organized around how may titles?
a. 11

b. 10

c. 17

d. 20

The Director of Homeland Security was designed to emulate what existing position, in regards
to its relationship with the President?

a. FBI Director

b. Secretary of Defense

c. CIA Director

d. National Security Advisor

Which of the following Federal Statutes were amended by the USA PATRIOT Act?

Bank Holding Company Act of 1956
Fair Credit Reporting Act

Federal Wiretap Statute

all of the above

o0 oo

What allowed the USA PATRIOT Act to pass easily, even though many were concerned its
provisions did too much to invade civil liberties?

a. strong public support

b. pressure from the United Nations

c. massive public demonstrations in support

d. pressure from special interest groups

How many existing agencies were folded into the Department of Homeland Security?
a. 25

b. 22

c. 32

d. 27

Why didn’t President George W. Bush return to Washington, DC shortly after he was informed
of the 9/11 attacks?

Air Force One was not immediately available

An unresponsive plane was headed towards Washington, DC
a lack of appropriate crisis management facilities

the Vice President was already covering the White House

00 oo
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24.

25.

26.

27.

28.

29.

Which Presidential Executive Order created the Public Alert and Warning System?
a. 13311

b. 13356

c. 13407

d. none of the above

What event prompted all nonemergency civilian aircraft in the U.S. to be grounded for the

first time in the country’s history?

a. the events of September 11, 2001

b. the 1993 World Trade Center Bombing

c. the 1968 EI-Al hijacking

d. threats following embassy bombings in Kenya and Tanzania

Which DHS Secretary saw the end of the color-coded terror threat alert system?

a. Bernard Kerick

b. Janet Napolitano

c. Tom Ridge

d. James Milton Loy

Which person was forced to withdraw his or her nomination for Secretary of Homeland

Security because of a personal scandal?

a. Janet Napolitano

b. Michael Chertoff

c. Bernard Kerick

d. James Milton Loy

In terms of size, where does the DHS rank, compared to all federal cabinet-level

departments?

a. third

b. first

c. seventh

d. fifth

The color-coded alert system was replaced by which system?

a two-tiered system

disaster declarations

FEMA declarations

public service announcements

o0 oo

Final Examination
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30.

31.

32.

33.

34.

35.

What was DHS's budget for the 2004 fiscal year?

a. $59 billion

b. $20.4 billion

c. $54.8 billion

d. $30.4 billion

Which department accounts for the largest percentage of DHS’s annual budget?

a. U.S. Secret Service

b. ICE

c. U.S. Coast Guard

d. TSA

Which part of DHS oversees the integrity of the nation’s financial infrastructure ?
a. Secret Service

b. FBI

c. US-CERT

d. ICE

The Federal Air Marshal Service is part of which one of DHS’s five major mission areas?
a. counter-terrorism

b. protection of cyberspace

c. enforcement of immigration laws

d. security of U.S. borders

Approximately how many security checkpoints, located throughout airports, are managed by
TSA?

a. 1,100

b. 700

c. 5b0

d. 900

Which of the following directives focuses on the security of the nation’s information

technology (IT) and communications infrastructure?

oo oo

CSI
ICE
CNCI
DNDO

Final Examination
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36.

37.

38.

39.

40.

41.

Final Examination

The Critical Infrastructure and Key Resources (CIKR) Asset Protection Technical Assistance
Program (CAPTAP) is part of which DHS major mission area?

a. preparedness and response

b. security of U.S. borders

c. counter-terrorism

d. protection of cyberspace

Which U.S. military organization sits under the DHS’s umbrella?
a. Air Force

b. Army

c. Navy

d. U.S. Coast Guard

Secretary Michael Chertoff was nominated by which President?

Bill Clinton
George W. Bush
Barack Obama
none of the above

oo oo

Which agency is responsible for enforcing hundreds of U.S. regulations while securing and
facilitating trade and travel?

Transportation Security Administration
U.S. Customs and Border Protection

U.S. Coast Guard

U.S. Citizenship and Immigration Services

oo oo

Which agency/department generally handles domestic Human Intelligence (HUMINT) ?

Federal Bureau of Investigation
National Security Agency
Department of Defense
Customs and Immigration

oo oo

The Office of the Attorney General is housed within which department?

Federal Bureau of Investigation
Department of Justice

Joint Terrorism Task Force
Department of Treasury

oo oo
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42.

43.

44.

45.

46.

47.

Final Examination

SIGINT involves all of the following except?

code-breaking
cryptanalysis

satellite imagery analysis
foreign language analysis

oo oo

For homeland security purposes, which department/agency bridges the intelligence world and
the law enforcement community?

Joint Terrorism Task Force
Federal Bureau of Investigation
Central Intelligence Agency
Department of Justice

oo oo

Which agency/department is in charge of developing map-based intelligence solutions?

National Geospatial-Intelligence Agency
National Security Agency

National Reconnaissance Office
Defense Intelligence Agency

oo oo

USNORTHCOM will mobilize at what point during a disaster?

once local, state, and federal agency capabilities are exhausted
in coordination with FEMA efforts

immediately when a disaster strikes

once local and state agency capabilities are exhausted

oo oo

Which agency/department coordinates with state and local law enforcement agencies through
their participation in the Joint Terrorism Task Forces?

Central Intelligence Agency
Department of Justice

Federal Bureau of Investigation
all of the above

oo oo

Fusion centers theoretically serve what purpose?

disabling of nuclear material intended for terrorist attacks

leveraging of private industry in response to terror attacks

combining and coordination of intelligence information at all levels of government
sharing of intelligence between federal agencies

oo oo
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48.

49.

50.

51.

52.

Prior to 9/11, most U.S. counterterrorism resources were dedicated to what?

oo oo

airline safety

weapons of mass destruction
right- and left-wing extremists
foreign targets

Which of the following would not be considered part of the “Bush Doctrine?”

oo oo

preemptive force
unilateral use of force
making the world better
bilateral use of force

Domestic counter-terrorism is, by and large, the responsibility of which agency or
organization?

oo oo

Department of Defense
CIA

US Navy

none of the above

The Obama administration utilized which department/agency as the primary tool for
international counter-terrorism?

oo oo

Department of Homeland Security
Department of Defense

Central Intelligence Agency
Department of Justice

Which of the following best describes President George W. Bush's first approach to counter-
terrorism after 9/117?

a.
b.
c.
d.

the War on Terror
multilateralism
Bush Doctrine
none of the above

Final Examination
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53.

54.

55.

56.

57.

Final Examination

Of the domestic terrorist attacks stopped between 2001-2009, what percentage were
originally identified by local law enforcement or other community authorities?

a. 70 percent

b. 80 percent

c. 25 percent

d. 45 percent

In regards to international counter-terrorism, which organization/agency has President Barack

Obama employed as the lead during his administration?

a. Central Intelligence Agency

b. Department of Justice

c. Federal Bureau of Investigation

d. Department of Defense

Which agency or department heads up domestic counter-terrorism?

a. CIA

b. FBI

c. DHS

d. NSA

Strengthening the workforce with training, programs for employee health, and increased

workforce diversity were recommendations of which document?

a. National Strategy (2007)

b. National Response Plan (2004)

c. National Response Framework (2008)

d. Strategic Plan (2012)

In what year was the National Strategy updated from its original version?
a. 2012

b. 2004

c. 2008

d. 2007
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Final Examination

58. Reforming immigration services is an initiative coordinated to which mission area described
in the National Strategy?

border and transportation security

intelligence and warning

domestic counter-terrorism

protecting critical infrastructure and key assets

oo oo

59. Which security document linked homeland security with natural disaster preparedness?

a. National Response Plan
b. 2007 National Strategy
c. National Strategic Plan
d. National Response Framework

60. Which of the following can be considered an initiative related to the “Intelligence and
Warning” mission described in the National Strategy?

implementation of the Homeland Security Advisory System
enhancement of the analytic capabilities of the FBI
utilization of dual-use analysis to prevent attacks

all of the above

oo oo

61. The National Response Framework was published in what year?

a. 2002
b. 2007
c. 2012
d. 2008

62. In terms of homeland security, the American Red Cross is an example of what?

defense support of civil authorities
Non-Governmental Organization
Interagency Incident Management Group
Emergency Operations Center

oo oo

63. The 2012 Strategic Plan covers which fiscal years for the Department of Homeland Security?

a. 2012-2018
b. 2012-2020
c. 2012-2016
d. 2012-2013

16
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Final Examination

64. What biological agent was used in an attack against the United States in the days shortly
after 9/117

a. anthrax

b. small pox

c. ricin

d. mustard gas

65. Which agent can be considered a chemical weapon?

choking/pulmonary
irritants
incapacitating agents
all of the above

00 oTow

66. What type of weapon is a “dirty bomb”?

a. explosive
b. biological
c. chemical
d. radiological

67. Which natural disaster can occur at any moment, without notice?

a. hurricanes

b. thunderstorms
c. earthquakes
d. wildfires

68. Which weapon is generally the most conventional?

a. anthrax

b. dirty bomb

c. fertilizer bomb
d. nuclear

69. In regards to CBRNE, the 1995 attack on the Alfred P. Murrah building in Oklahoma City
was what kind of attack?

a. explosive
b. chemical
c. nuclear

d. biological

17
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Final Examination

70. The collapse of raised fears of nuclear weapons ending up in the hands of
terrorists.
a. the Soviet Union
b. lIraq
c. Afghanistan
d. Cuba

71. Restrictive building codes, improved surveillance of critical sites, and immunizations to
prevent diseases are efforts related to which stage of the homeland security cycle?

a. response
b. preparedness
c. mitigation

d. recovery

72. Which entity plays the biggest role in providing technical and financial support for emergency
and disaster recovery?

state governments
private industry
federal government
local governments

73. Which state’s homeland security agency has four key offices for intelligence and analysis,
public safety, critical infrastructure protection, and federal grant program administration?

a. Tennessee

b. Pennsylvania

c. New York

d. Oklahoma

74. Long-term recovery efforts can take up to how long, depending on the level of disaster and
the damage experienced by a region?

a. years
b. weeks

c. 30 days
d. 75 days

18
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75.

76.

77.

78.

79.

80.

Which group is part of Citizen Corps?

USA Freedom Corps
Medical Reserve Corps
Volunteers in Police Service
all of the above

Community recovery efforts are primarily overseen by what?

a. local law enforcement

b. Incident Command System

c. domestic preparedness office

d. Joint Field Office

Which organization specializes in training for explosives, live explosives, and incendiary
devices?

Energetic Materials Research and Testing Center

Center for Domestic Preparedness

Transportation Technology Center, Inc.

National Emergency Response and Rescue Training Center

Which entity is the only federally chartered training center for weapons of mass destruction?

Center for Domestic Preparedness

Energetic Materials Research and Testing Center

National Disaster Preparedness Training Center

Nevada Test Site’s Counter-Terrorism Operations Support Program

Which field-tested management characteristic of ICS invokes that supervisors must be able
to adequately supervise and control subordinates?

comprehensive resource management
integrated communications

unified command

manageable span of control

Which level of government would typically not employ the Incident Command System (ICS)?

state

federal
international
tribal

Final Examination
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Final Examination

81. Documenting results to measure performance, and to facilitate corrective actions is part of
which ICS management characteristic?

incident action planning
management by objectives
comprehensive resource management
accountability

oo oo

82. Which ICS management characteristic provides a concise, coherent means of capturing and
communicating the overall incident priorities, objectives, strategies, and tactics?

incident action planning
management by objectives
modular organization
integrated communications

oo oo

83. Which is not a primary function of the Public Information Officer?

a. to arrange for tours

b. to ensure incident safety

c. to monitor and forward useful media information
d. to obtain the IC's approval of news releases

84. Which ICS management characteristic allows differing agencies to work together effectively?

manageable span of control
chain of command

unified command
dispatch/deployment

oo oo

85. Which is not a primary function of the Planning Section Chief?

collect and manage all incident-relevant operational data
determine need for specialized resources
conduct/facilitate planning meetings

manage tactical operations

oo oo

86. Which staffmember in an Incident Command System interacts with the public and media?

Liaison Officer

Public Information Officer
Planning Section Chief
Logistics Section Chief

oo oo

20
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87.

88.

89.

90.

91

92.

Final Examination

Which Congress passed the USA PATRIOT ACT?

a. 108th
b. 107th
c. 110th
d. 106th

The Court Security Improvement Act was passed by which Congress?

a. 109th
b. 110th
c. 108th
d. 107th

In 2007, The Terrorism Risk Insurance Program was extended until what year?

2014
2013
2015
2017

00 oo

Which state split homeland security responsibilities into five different offices?

New York
California
Florida
Texas

00 oo

. When did New York State create the New York State Division of Homeland Security?

2002
2012
2010
2008

00 oo

Which President Obama executive order optimized biological agent and toxin security in the
u.s.?

Executive Order 13539
Executive Order 13491
Executive Order 13456
Executive Order 13553

00 oo
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93.

94.

95.

96.

97.

Final Examination

Which two President Bush Executive Orders focused on the sharing of homeland security
information between federal agencies?

Executive Orders 13311 and 13356
Executive Orders 13260 and 13340
Executive Orders 13491 and 13492
Executive Orders 13456 and 13357

oo oW

The Maritime Transportation Security Act was passed by which Congress?

a. 110th
b. 108th
c. 109th
d. 107th

Which country leases Guantanamo Bay to the United States?

a. Columbia

b. lIraq

c. Cuba

d. Dominican Republic

In which Supreme Court case did the court effectively sidestep the constitutional issues
surrounding the Jose Padilla case?

Hamdan v. Rumsfeld
Rumsfeld v. Padilla
Boumediene v. Bush
Hamdi v. Rumsfeld

oo oW

What Supreme Court case ruled that those detained in the Guantanamo Bay detention facility
had a right to habeas corpus, and that the Military Commissions Act was an unconstitutional
suspension of that right?

Boumediene v. Bush
Ashcroft v. Al-Kidd
Hamdi v. Rumsfeld
Rasul v. Bush

oo oW
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Final Examination

98. In which case did the Supreme Court rule that the United States Attorney General could not
be personally sued in a case?

Hamden v. Rumsfeld
Ashcroft v. Al-Kidd
Padilla v. Ashcroft
Boumediene v. Bush

99. In what country was Jose Padilla arrested for suspicion of conspiring to set off a dirty bomb
in the United States?

a. the United States
b. lIraq

c. Pakistan

d.

Afghanistan

100. Which organization challenged the “No-Fly Watch List”?

a. FBI
b. TSA
c. ACLU
d. UN
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